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ABSTRACT: The development of digital technology has brought fundamental
changes to the practice of the legal profession, particularly in the management and
protection of client information. This transformation poses serious challenges to the
principle of attorney-client privilege, which has long been the foundation of the
relationship of trust between attorneys and clients. On the one hand, positive law and
professional ethics in Indonesia explicitly require attorneys to maintain client
confidentiality. On the other hand, the digitization of legal practice—through the use
of electronic storage, online communication, and smart legal technology-expands the
risk of data breaches that are not fully accommodated within the current framework
of professional ethics. This situation highlights a normative gap between the attorney-
client privilege and the dynamics of digital data protection. This study aims to analyze
the concept of attorney-client confidentiality from the perspectives of legal
professional ethics and personal data protection law, as well as to formulate the need
for a reformulation of attorney confidentiality ethics that is adaptive to the digital era.
This study employs a normative legal research method using legislative, conceptual,
and comparative legal approaches. Legal materials were obtained through a literature
review of legislation, professional codes of ethics, scholarly literature, and the
practice of regulating lawyer’s professional ethics in several other jurisdictions. The
analysis was conducted qualitatively using systematic and prescriptive legal
reasoning. The results of the study indicate that the regulation of attorney
confidentiality in Indonesia remains oriented toward conventional legal practices and
has not explicitly addressed attorney’s digital responsibilities in protecting client
data. The absence of clear regulations regarding technological competence and data
security has the potential to weaken client confidentiality protections and create
normative uncertainty for attorneys. This study emphasizes that attorneys’
confidentiality obligations in the digital age must be understood as multidimensional
obligations encompassing ethical, legal, and technological aspects. A reformulation
of the legal profession’s ethics must integrate the principles of digital confidentiality,
technological competence, and data accountability to align with personal data
protection regimes and developments in legal technology. With these updates, the
legal profession is expected to maintain its integrity and public trust amidst the digital
transformation of legal practice.
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1. INTRODUCTION

The legal profession occupies a strategic position within the judicial system as it serves as a bridge between individual interests and
the mechanisms of law enforcement. In fulfilling this role, lawyers are burdened with ethical and legal obligations to maintain client
confidentiality as the cornerstone of the professional relationship. Confidentiality is not merely a moral obligation but an institutional
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prerequisite that enables clients to disclose facts and their interests honestly without fear of misuse of information. Without a
guarantee of confidentiality, trust in the legal profession will erode, and ultimately undermine the legitimacy of the judicial system
itself (Lubis et al., 2025).

In the context of Indonesian law, the attorney-client privilege has long been recognized and institutionalized through the Law on
Attorneys and the Indonesian Code of Ethics for Attorneys. These provisions affirm that all information obtained by an attorney
from a client through a professional relationship must be kept confidential. This normative formulation reflects the classical view
that confidentiality is an inherent part of a lawyer’s fiduciary duty to the client (Khairun et al., 2025). For years, this interpretation
was relatively adequate because legal practice still relied on physical documents and direct communication, where risks could be
personally controlled.

However, the development of digital technology has fundamentally changed the way attorneys work and manage client information
(Setiarma, 2023). The use of electronic storage, online communication, cloud-based services, and smart legal technology has become
an integral part of modern legal practice (Rafid & Nurita, 2025). This digitalization brings efficiency and convenience, but
simultaneously expands the spectrum of risks to client confidentiality. Information that was previously stored in a limited manner
is now within digital systems involving technological infrastructure and third parties, thereby increasing the potential for data
breaches, unauthorized access, and misuse of information (Cindy et al., 2025).

These changes raise serious normative issues, as the ethical framework for the legal profession in Indonesia has not yet fully
anticipated the implications of the digitalization of legal practice (Zuhdiantito, 2025). The Indonesian Code of Ethics for Lawyers
is still formulated in general terms and oriented toward conventional practices, without providing clear guidance on lawyers’
responsibilities in managing and protecting client data digitally (Implementation of the Code of Professional Ethics for Lawyers in
Daily Practice | Das Sollen: Journal of Contemporary Studies on Law and Society, n.d.). Consequently, there is a gap between the
ethical norms binding lawyers and the reality of legal practice, which is becoming increasingly complex and technology-driven.
On the other hand, the existence of a legal regime for personal data protection adds a new dimension to attorneys’ confidentiality
obligations. The Personal Data Protection Act affirms individuals’ rights to the protection of their personal data as well as the
obligations of data controllers and processors to ensure the security and accountability of such data management. In their
professional relationship with clients, lawyers not only act as legal advisors but also as parties that control and process clients’
personal data (Rinaldi et al., 2025). Thus, a breach of client confidentiality has the potential to result in both ethical consequences
and public legal consequences.

This situation indicates that the duty of attorney-client confidentiality in the digital age can no longer be narrowly understood as
merely a prohibition against disclosing client secrets. Confidentiality must be interpreted more broadly as an active obligation to
manage technological risks and ensure comprehensive protection of client data. Without adequate normative reformulation, lawyers
risk facing legal and ethical uncertainty in the practice of their profession, while clients’ interests do not receive optimal protection.
Based on these issues, this study aims to re-examine the concept of attorney-client privilege from the perspectives of legal
professional ethics and personal data protection law. This study seeks to assess the extent to which current regulations on the ethics
of the legal profession are capable of addressing the challenges of the digitalization of legal practice, as well as to formulate the
need for an update to the ethics of attorney-client confidentiality to align with technological developments and data protection
requirements. With this approach, this study is expected to provide theoretical and normative contributions to strengthening the
integrity of the legal profession in the digital age.

II. METHOD

This study is designed as a normative legal study focused on a conceptual and evaluative analysis of the duty of confidentiality of
the legal profession in the context of the digitization of legal practice and the evolving personal data protection regime. The primary
focus of the study is on the examination of legal norms, principles, and doctrines that form the ethical framework of the legal
profession, as well as on the ability of these norms to adapt to technological changes that affect how lawyers manage client
information (Permana, 2024). Given this nature, this study does not aim to test empirical facts but rather to construct a normative
argument regarding the adequacy and relevance of professional ethical regulations in addressing contemporary legal challenges.

A legal framework approach is employed as the initial foundation to examine the normative structure governing the legal profession
and personal data protection in Indonesia. The analysis focuses on positive legal provisions that directly or indirectly regulate
attorneys’ confidentiality obligations, including the Attorney Act, the Indonesian Code of Ethics for Attorneys, and the Personal
Data Protection Act. This approach enables the tracing of systemic relationships among norms, while also revealing the limitations
of regulations that remain oriented toward conventional legal practice. Through a systematic reading of these regulations, this study
identifies a normative gap between generally formulated ethical obligations and the need for client data management in a high-risk
digital environment.

To deepen the normative analysis, this study employs a conceptual approach grounded in theoretical frameworks regarding legal
professional ethics and personal data protection. This approach is used to examine foundational concepts such as fiduciary duty,
confidentiality, professional loyalty, and the evolving concept of an attorney’s responsibility in modern legal practice. In the digital
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context, the conceptual approach serves to construct a new understanding of attorney confidentiality as a professional obligation
that no longer relies solely on personal integrity but also on the ability to manage technological risks. Through this approach, the
study formulates a conceptual framework that integrates ethical, legal, and technological dimensions in understanding the attorney’s
duty of confidentiality.

A comparative legal approach is employed to broaden the analytical perspective and avoid an isolated normative viewpoint. Through
this approach, the study compares the ethical regulations governing the legal profession in Indonesia with the evolving practices
and guidelines in several other jurisdictions that have already addressed the challenges of the digitalization of legal practice (Tahir
et al., 2023). This comparison is not intended to adopt foreign models normatively, but rather to identify general principles that can
serve as references in updating the professional ethics of lawyers in Indonesia. The comparative approach functions as an evaluative
instrument that illustrates the position of national regulations within the spectrum of global legal professional ethics development.
The legal materials used in this study consist of primary, secondary, and tertiary legal materials. Primary legal materials include
legislation and official documents that are legally binding and relevant to attorneys’ confidentiality obligations and the protection
of personal data. Secondary legal materials include scientific literature, academic works, and reports from legal professional
organizations that provide analysis, interpretation, and criticism of primary legal materials. Tertiary legal materials are used
sparingly to ensure terminological accuracy and conceptual consistency (Firmanto et al., 2024). All legal materials were collected
through a selective and systematic literature review, prioritizing sources with academic authority and direct relevance to the research
issue.

The analysis of legal materials was conducted qualitatively using systematic and prescriptive legal reasoning. Legal norms and
professional ethics were interpreted by considering the purpose of their establishment as well as the values underlying their
regulation. Furthermore, a critical evaluation was conducted regarding the ability of these norms to address the challenges of legal
practice in the digital age, particularly concerning the management and protection of client data. This analysis aimed to produce a
normative framework that not only explains the existing legal conditions but also provides an argumentative foundation regarding
the need for an update to the professional ethics of attorneys.

Using this methodology, this study aims to construct a coherent normative argument grounded in the integration of legal professional
ethics theory and personal data protection theory. The approach used enables this study to make a theoretical contribution to the
development of research on the ethics of the legal profession, while also offering relevant normative recommendations for updating
the ethical regulations on attorney-client privilege to align with technological dynamics and the demands for client interest protection
in the digital age.

II1. RESULTS AND DISCUSSION

Attorney-Client Confidentiality as a Fiduciary Principle in the Legal Profession

Confidentiality is a fundamental principle that shapes the identity of the legal profession and serves as the foundation of the
professional relationship between attorneys and clients (ADV.Dr.Maysarah.SH.MH et al., 2025). In legal practice, a client’s
openness toward an attorney can only be realized if there is a guarantee that all information provided will be protected and not used
outside the interests of legal defense. Therefore, confidentiality cannot be viewed merely as an administrative obligation, but rather
as an ethical prerequisite that enables the attorney’s role to function effectively within the judicial system.

The attorney-client relationship is unique because it is built upon an information imbalance and a power dynamic. Clients are often
in vulnerable situations—Ilegally, economically, or psychologically—and thus heavily rely on the attorney’s expertise and integrity.
In such circumstances, attorneys gain access to information that is highly personal, strategic, and even potentially harmful to the
client if disclosed to third parties. Confidentiality serves as a protective mechanism against such vulnerabilities, while also ensuring
that attorneys will not abuse their professional position (Fisher, 2008).

From a professional ethics perspective, the duty to maintain confidentiality is rooted in the concept of fiduciary duty. The fiduciary
principle positions the attorney as a trusted party acting in the client’s best interests, setting aside personal interests or those of third
parties (Jorgenson et al., 1997). This duty encompasses loyalty, good faith, diligence, and the protection of client information. Thus,
a breach of confidentiality is not only a violation of ethical norms but also a betrayal of the trust that forms the foundation of the
professional relationship (Dewanti & Lewoleba, 2025).

It is necessary to make a conceptual distinction between moral obligations, ethical obligations, and legal obligations in the context
of attorney-client privilege (M.Hum, 2023). Moral obligations are rooted in the values of honesty and personal integrity of the
attorney as an individual. Ethical obligations are reflected in professional norms that govern the standards of conduct for attorneys
as members of a professional corps. Meanwhile, legal obligations stem from laws and regulations that impose formal sanctions if
these obligations are violated. These three layers of obligations are interrelated and form a unified set of norms that govern the
practice of the legal profession.

In the context of a rule-of-law state, the existence of the duty of confidentiality also has a public interest dimension. A fair and
effective judicial system requires optimal legal representation (Meliana, 2025). Optimal representation can only be achieved if the
client is willing to disclose all relevant facts and information to the attorney without fear. If confidentiality is not guaranteed, clients
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tend to withhold information or provide incomplete statements, which ultimately undermines the legal enforcement process itself.
Thus, attorney-client privilege not only protects the individual interests of the client but also supports the functioning of the judicial
system as a whole (McCarty et al., 2023).

Confidentiality also plays a crucial role in maintaining the social legitimacy of the legal profession. The legal profession earns public
trust not merely through mastery of positive law, but through its ability to uphold high ethical standards. Lawyers are regarded as a
respected profession because they are trusted to keep clients’ secrets, even in high-pressure situations or conflicts of interest. When
a breach of confidentiality occurs, the impact is not limited to the relationship between the attorney and the client but can damage
the collective image of the profession.

In practice, the fiduciary principle requires attorneys to be proactive in protecting client information (Rauzi & Suriadiata, 2024).
This duty is not passive or reactive; rather, it requires attorneys to take reasonable and proportionate steps to prevent unauthorized
disclosure. The principle of due diligence is a crucial element, as negligence in maintaining confidentiality— even without malicious
intent—can still be classified as a breach of professional duty.

Furthermore, the concept of fiduciary duty also emphasizes that confidentiality cannot be negotiated based solely on convenience
or efficiency. In the face of modern practice pressures, such as demands for speed, cost efficiency, or the use of technology, attorneys
remain obligated to ensure that the principle of confidentiality is not compromised (PRATOMO, 2025). In other words, innovation
in legal practice must always be situated within the framework of protecting clients’ interests as the top priority.

From a theoretical perspective, attorney-client privilege reflects a balance between private and public interests. On the one hand,
the state has an interest in uncovering the truth and enforcing the law. On the other hand, the state also has an interest in guaranteeing
everyone’s right to an effective legal defense. Attorney-client privilege serves as the meeting point between these two interests,
providing a safe space for clients to communicate honestly with their legal counsel (Kushwaha et al., 2024).

Thus, attorney-client privilege as a fiduciary principle cannot be reduced merely to a formal obligation listed in codes of ethics or
laws. This principle constitutes the moral and structural core of the legal profession, determining the quality of professional
relationships, the effectiveness of legal defense, and the level of public trust in the judicial system. A strong understanding of the
essence of this confidentiality serves as a crucial foundation for analyzing the new challenges arising from digital transformation in
legal practice.

The Transformation of the Concept of Attorney-Client Confidentiality in the Digital Age

Advances in information technology have brought fundamental changes to how the legal profession conducts its practice. Whereas
in the past, case management was synonymous with physical files, locked archives, and face-to-face communication, contemporary
legal practice increasingly relies on electronic systems. Case documents are now stored in digital formats, communication takes
place via email and instant messaging apps, and professional coordination occurs through online platforms. This transformation not
only alters the technical aspects of an attorney’s work but also directly impacts the meaning and application of the client
confidentiality principle (Muhamad et al., 2025).

The shift from physical archives to electronic systems carries significant implications for the management of client information
(Azahra & Putra, 2024). Physical archives have inherent access limitations, as they require physical presence and relatively easy-
to-monitor spatial control. Conversely, digital systems enable remote access, rapid data replication, and integration with various
devices and third-party services. These conditions enhance the efficiency of lawyers’ work, yet simultaneously expand the potential
risks of data breaches, whether due to human error or systematic cyberattacks (MM, 2025).

In the digital context, threats to confidentiality no longer stem solely from intentional acts but also from technical oversights and
weak information system governance. Security configuration errors, the use of weak passwords, sending documents to the wrong
address, or using personal devices for professional purposes are examples of risks that frequently occur in daily practice. These risks
indicate that protecting confidentiality in the digital age requires a more comprehensive approach than merely individual ethical
commitments (Rabiu et al., 2025).

Reliance on technology service providers is also a critical issue in the transformation of attorney confidentiality. Cloud-based
storage, case management software, and online communication applications are generally managed by third parties beyond the
attorney’s direct control (Khan, 2023). Although these services offer convenience and efficiency, attorneys remain professionally
responsible for the security of client data processed through these systems. This raises normative questions regarding the extent to
which attorneys can delegate the management of sensitive information to others without compromising their duty of confidentiality.
These changes are driving a paradigm shift in understanding professional confidentiality. In the classical model, confidentiality
relied heavily on the personal integrity of the attorney as an individual. Personal honesty, loyalty, and diligence were the primary
keys to protecting client secrets. However, in technology-based practice, individual integrity alone is no longer sufficient.
Confidentiality is now also determined by the reliability of the systems, procedures, and digital infrastructure used in professional
practice.

This shift can be understood as a transition from personal trust to system-based trust. Clients not only trust the attorney as an
individual, but also implicitly trust the technological systems used by that attorney (Davidson et al., 2022). This trust includes the
assumption that client data is stored securely, accessed only by authorized parties, and protected from misuse (Munawarah et al.,

Page 262 of 271


https://ijhrsss.com/index.php/ijhrsss

Available on: https://ijhrsss.com/

2025). If the system fails to meet these assumptions, client trust may collapse, even if the attorney personally has no malicious
intent.

In this context, failures in digital systems can have ethical implications just as serious as intentional breaches of confidentiality.
Data breaches resulting from cyberattacks, for example, still result in harm to clients and damage the reputation of the legal
profession. Therefore, an ethical approach that focuses solely on the individual behavior of attorneys is insufficient to address the
challenges of the digital age. Professional ethics must account for the technological dimension as part of the scope of professional
responsibility (Cox, 2022).

Digital transformation also blurs the boundaries between a lawyer’s professional and private spheres. The use of personal devices
for work purposes, remote work, and high mobility in legal practice result in client data potentially being scattered across various
devices and networks (Kurniawan et al., 2025). This situation complicates the monitoring and control of access to sensitive
information. Without clear internal policies and disciplined use of technology, the risk of confidentiality breaches increases.

On the other hand, digitization also creates new expectations regarding the professionalism of attorneys. Modern clients expect legal
services that are fast, efficient, and integrated with technology. However, these demands for efficiency must not come at the expense
of the principle of confidentiality. The primary challenge for lawyers is finding a balance between leveraging technology and
protecting clients’ interests. This balance requires lawyers to critically assess technological risks and implement proportionate
preventive measures.

The transformation of the concept of confidentiality in the digital age ultimately underscores that a lawyer’s obligations are no
longer limited to passively safeguarding secrets. Lawyers are required to actively manage risks, understand the characteristics of
the technologies used, and ensure that their professional practices align with data protection principles (Bayya, 2022).
Confidentiality has become a dynamic responsibility, evolving alongside technological advancements and new work patterns within
the legal profession.

Thus, changes in the technological landscape have expanded the meaning of attorney confidentiality from a mere individual ethical
obligation to a systemic obligation that encompasses technology governance. Understanding this transformation is a crucial
foundation for assessing the adequacy of existing ethical regulations and for formulating the need to update the norms of the legal
profession so that they remain relevant and effective in the digital age.

The Indonesian Code of Ethics for Lawyers and Its Limitations in the Digital Context

The Indonesian Code of Ethics for Lawyers is the primary normative instrument governing the standards of conduct for lawyers in
the practice of their profession. It embodies the fundamental values of the legal profession, such as independence, loyalty, integrity,
and confidentiality. The duty to maintain client confidentiality is explicitly formulated as one of the pillars of professional ethics,
affirming that a lawyer must not disclose anything learned from a client due to their professional relationship. This formulation
reflects the classical view of confidentiality as a personal obligation inherent to the attorney as an individual.

Normatively, the confidentiality provisions in the Indonesian Code of Ethics for Lawyers serve a strong protective function. They
provide an ethical foundation for lawyers to resist pressure from external parties—including law enforcement officials or non-client
interests—seeking to obtain confidential information. In this context, confidentiality is positioned as both a right and an obligation
of the attorney, serving to protect the client’s interests and uphold the dignity of the profession. However, this formulation emerged
within a legal practice context still dominated by analog systems and has not yet accounted for the complexities of information
management in the digital age.

One of the main limitations of the Indonesian Code of Ethics for Lawyers is the absence of explicit provisions regarding lawyers’
responsibilities in managing electronic data (Rosdiana et al., 2025). The code of ethics does not provide guidance on data security
standards, the use of information technology, or obligations regarding digital risk mitigation. Consequently, the duty of
confidentiality is narrowly interpreted as a prohibition against intentionally disclosing information, without accounting for potential
breaches resulting from technical negligence or system failures. In modern practice, such forms of breaches are becoming
increasingly prevalent and have far-reaching consequences.

The absence of norms regarding digital responsibility also creates uncertainty in the enforcement of professional ethics. The Bar
Council faces difficulties in assessing whether a data breach incident resulting from hacking or a system error can be classified as
an ethical violation (Imelda et al., 2024). Without clear standards, assessments tend to rely on subjective interpretations, which could
lead to inconsistencies in the enforcement of professional discipline. This situation weakens the role of the code of ethics as an
instrument for regulating professional conduct.

Furthermore, the Indonesian Advocates’ Code of Ethics has not yet incorporated technological competence as a component of an
advocate’s professionalism. The focus of professional ethics remains on mastery of substantive and procedural law, while the ability
to understand technological risks is not positioned as a key element of competence (Adams et al., 2024). In fact, in digital-based
practice, a lack of technological knowledge can cause serious harm to clients. Lawyers who use electronic systems without
understanding their security implications risk breaching their duty of care, even if they have no intention of disclosing client secrets
(Nasution & Husein, 2025).

These limitations indicate that the Indonesian Code of Ethics for Lawyers still reflects a conservative approach to professional
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ethics. Ethics is understood as a static set of prohibitions and obligations, rather than as a normative framework that adapts to social
and technological changes. In this context, professional ethics lags behind the reality of increasingly digitized legal practice.
Consequently, a gap exists between the prevailing ethical norms and the factual challenges faced by attorneys in their daily practice.
From a normative perspective, this gap can be characterized as a regulatory void (normative gap). Lawyers are ethically and legally
obligated to maintain client confidentiality, but they are not provided with adequate guidelines on how to fulfill this obligation in a
digital environment. This gap has the potential to place lawyers in a vulnerable position, as they may be held accountable for
breaches of confidentiality without having clear operational standards to guide their professional conduct.

Furthermore, the limitations of the Indonesian Code of Ethics for Lawyers also impact client protection. Clients generally lack the
capacity to assess the extent to which the technological systems used by attorneys are secure and reliable. They place their full trust
in legal professionals, assuming that attorneys have taken the necessary steps to protect their data. If the code of ethics does not
mandate minimum digital protection standards, clients’ interests risk not being optimally protected (Bazla et al., 2024).

From the perspective of the evolution of global professional ethics, current trends point to a shift toward risk-based ethics and
systemic accountability. Professional ethics no longer merely regulate individual behavior but also require the profession to manage
risks arising from the use of technology and modern work organizations ((, n.d.). Compared to these developments, the Indonesian
Code of Ethics for Lawyers remains oriented toward a traditional ethical model that is less responsive to digital dynamics.
Therefore, the need to update the Indonesian Code of Ethics for Lawyers has become increasingly urgent. This update is not intended
to replace the profession’s core values, but rather to expand and adapt them to the context of contemporary legal practice.
Confidentiality remains a core principle, but it must be interpreted more broadly, encompassing obligations regarding electronic
data management, information system security, and attorneys’ technological competence.

An analysis of the limitations of the Indonesian Code of Ethics for Lawyers serves as a crucial foundation for further discussions
regarding the role of lawyers within the personal data protection regime. With the existence of general and legally binding data
protection regulations, lawyers are no longer merely subject to internal ethical norms but also face public legal obligations
demanding higher accountability in the management of client data.

Attorneys as Controllers and Processors of Personal Data in Professional Practice

Developments in personal data protection regulations have significant implications for the practice of the legal profession. In the
context of the attorney-client relationship, nearly all professional activities involve the processing of personal data, including
sensitive data. Identity information, legal history, financial status, business strategies, and even personal facts relevant to the case
are an integral part of a lawyer’s work. Therefore, lawyers effectively occupy a strategic position as the party controlling and
processing clients’ personal data.

The lawyer’s role as a data controller can be understood through their authority to determine the purposes and methods of processing
client data. Lawyers decide what data is collected, how that data is used in legal defense, to whom the data may be disclosed, and
how long the data is retained. In modern practice, this authority also encompasses the selection of technological tools used to store
and process data, including the use of third-party services such as cloud storage or case management software. Thus, a lawyer’s
responsibility does not end with the legal substance of a case but extends to the governance of clients’ personal data (Candra, 2025).
This position carries significant legal consequences. Violations of client data security can no longer be viewed merely as breaches
of internal professional ethics but also as violations of public legal obligations (Putri et al., 2026). Data breaches, unauthorized
access, or the use of data beyond agreed-upon purposes have the potential to give rise to legal liability, whether in the form of
administrative sanctions or claims for damages. In this context, attorneys face the potential for dual liability: ethical liability before
the professional organization and legal liability before the state.

This situation creates complex normative challenges. On the one hand, lawyers are bound by an absolute duty of professional
confidentiality to protect their clients’ interests. On the other hand, the personal data protection regime demands transparency,
accountability, and compliance with data processing principles. The tension between these two regimes arises, for example, when
there is an obligation to report data breach incidents to authorities or data subjects. Lawyers must navigate these obligations without
violating the principle of confidentiality that is central to their profession.

In practice, harmonizing confidentiality obligations with data protection requires an integrative approach (Waruwu & Siswoyo,
2024). Professional confidentiality cannot be used as an excuse to disregard data security obligations, just as personal data protection
must not be applied mechanically to the point of sacrificing clients’ rights to an effective legal defense. Attorneys are required to
balance these two interests by applying the principles of due diligence and proportionality in data management.

Accountability is a key element in understanding a lawyer’s responsibilities as a data controller. Accountability does not merely
mean taking responsibility after a breach occurs, but also includes the obligation to demonstrate that adequate preventive measures
have been implemented. In this context, lawyers are required to have internal policies regarding data management, security
procedures, and mechanisms for monitoring the use of technology. Without a clear accountability framework, data protection
obligations risk becoming a formality without substance.

Another implication of the lawyer’s role as a data controller is the need to redefine the standard of professional care (Manullang &
Habeahan, 2026). Professional care is no longer limited to legal analysis and defense strategies but also encompasses digital risk
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management. A lawyer who is negligent in protecting client data—for example, by using an insecure system or ignoring security
updates—may be deemed to have failed to meet professional standards, even if there was no intent to harm the client. In this context,
technical negligence carries the same ethical and legal weight as substantive negligence.

Furthermore, the attorney’s role as a data controller also has implications for relationships with third parties. In modern practice,
attorneys frequently collaborate with technology consultants, IT service providers, or legal tech platforms. Such collaboration does
not transfer the attorney’s primary responsibility regarding client data. The attorney remains responsible for ensuring that involved
third parties comply with adequate data protection standards (Butar-butar & Esther, 2026). A third party’s failure to protect data
may still result in professional liability for the attorney.

From a client protection perspective, recognizing lawyers as data controllers strengthens the client’s position as a data subject who
has rights over their personal information. Clients have the right to know how their data is managed, stored, and protected (Fiona &
Rizqiyah, 2025). However, within the context of the professional relationship, the fulfillment of these rights must be carried out
while maintaining the effectiveness of legal defense and the confidentiality of case strategies. This requires normative sensitivity in
applying data protection principles without disrupting the lawyer’s primary functions.

Thus, the lawyer’s role as a controller and processor of personal data underscores that the duty of professional confidentiality has
expanded into a broader realm of legal responsibility. Lawyers are no longer merely required to maintain client confidentiality
ethically but must also manage client data responsibly in accordance with legal data protection standards. This integration of
professional ethics and data protection regimes forms a crucial foundation for updating the paradigm of lawyer confidentiality in
the digital age.

A Comparative Analysis of Digital Professional Ethics Regulations for Lawyers Across Countries

A comparative approach to analyzing the professional ethics of lawyers is essential for understanding how various legal systems
respond to the challenges of client confidentiality in the digital age. Although the principle of confidentiality is a universal value in
the legal profession, the ways in which countries regulate and enforce it show significant variations, particularly in responding to
developments in information technology. This comparison is not intended to facilitate a direct transplantation of laws, but rather to
identify normative principles that can be adapted to the context of the Indonesian legal system.

In common law countries, the regulation of attorney professional ethics tends to be more dynamic and based on the principle of .
Client confidentiality is viewed as an obligation that must be safeguarded through reasonable and proportionate efforts, including
the use of technology (He, 2023). This approach emphasizes that attorneys are obligated to take rational preventive measures to
prevent unauthorized access to client information. Thus, professional ethics not only prohibit the intentional disclosure of secrets
but also require attorneys to actively manage digital risks.

A hallmark of the common law approach is the emphasis on the concept of reasonableness (Siregar, 2025). Attorneys are not required
to achieve absolute security, but are obligated to demonstrate that they have made reasonable efforts in accordance with professional
standards and technological advancements. Assessments of ethical violations are made by considering the context, including the
type of data being handled, the scale of the legal practice, and the foreseeable level of risk. This approach provides normative
flexibility while promoting responsibility-based professionalism.

Furthermore, common law countries tend to link confidentiality obligations with technological competence obligations. Mastery of
relevant technology is viewed as part of a lawyer’s professional competence. Ignorance of technological risks is not considered a
valid excuse in the event of a breach of confidentiality (Trust, Because You Can’t Verify, n.d.). Thus, professional ethics serve as an
instrument to ensure that lawyers continuously update their knowledge and skills in line with the evolution of legal practice.

In countries with a civil law tradition, particularly in Continental Europe, the regulation of attorney professional ethics is increasingly
integrated with the personal data protection regime (Cervi, 2022). Professional confidentiality is not positioned as a standalone
norm, but rather as part of the system protecting the right to privacy and personal data. This approach positions lawyers as legal
subjects with specific obligations regarding data management, subject to relatively detailed and binding standards.

This integration results in a strong emphasis on the principle of accountability. Lawyers are required not only to protect client data
but also to demonstrate compliance with data protection standards (Abella et al., 2025). These obligations include documenting
internal policies, conducting risk assessments, and overseeing third parties involved in data processing. In this context, professional
ethics serve as a bridge between the moral obligations of attorneys and public legal obligations regarding data protection.

The civil law approach also demonstrates a tendency to adopt normative minimum data security standards. These standards are not
always formulated technically, but they provide a clear framework of obligations regarding the protection of sensitive data. With
these standards in place, lawyers have more concrete guidelines for managing digital risks, while clients gain the assurance that
their data is systematically protected.

A comparison between the common law and civil law approaches reveals a normative convergence in responding to digital
challenges. Both acknowledge that professional confidentiality can no longer be maintained solely through individual commitment
but requires adequate technological governance. The difference lies in the level of detail and enforcement mechanisms. Common
law tends to provide principle-based flexibility, while civil law places greater emphasis on compliance with structured standards.
For Indonesia, the key lesson from this comparative approach is the importance of developing adaptive professional ethics without
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losing the character of the national legal system. A model that is too rigid risks being unresponsive to technological developments,
while a model that is too flexible may create normative uncertainty. Therefore, a balance is needed between general principles and
clear operational guidelines in the regulation of legal professional ethics.

The relevance of the comparative approach also lies in the recognition that the legal profession operates in a global environment.
Cross-border legal practice, the use of international technology platforms, and cross-border data exchange demand internationally
compatible ethical standards. By adopting globally recognized principles of digital ethics, the legal profession in Indonesia can
strengthen its competitiveness and credibility at the international level.

However, the adaptation of global principles must take into account the factual and institutional conditions in Indonesia. Differences
in the level of technological infrastructure, the scale of legal practice, and the capacity of professional organizations demand a
contextual approach. The reformulation of professional ethics must be designed to be realistically applied by lawyers with diverse
practice backgrounds, without compromising client protection.

Thus, comparative analysis indicates that updating the professional ethics of lawyers in the digital age is an inevitability faced by
various legal systems. The experiences of other countries provide a valuable reference framework, but the success of reform depends
heavily on the ability to adapt these principles to the national context. This discussion serves as an important foundation for analyzing
more specific ethical challenges related to the use of smart legal technology and artificial intelligence in legal practice.

Ethical Challenges of Using Legal Technology and Artificial Intelligence in the Legal Profession

The use of legal technology and artificial intelligence in the legal profession is a logical consequence of the digital transformation
of the legal sector. These technologies offer efficiency, accuracy, and ease in case management, ranging from legal document
searches and contract analysis to case outcome predictions. However, behind these benefits lie a number of complex ethical
challenges, particularly regarding client confidentiality and the professional responsibilities of attorneys.

One of the main challenges is the increased risk of confidentiality breaches resulting from the use of technology-based systems
(Gemawaty & Yuliani, 2024). Legal tech generally operates by processing large volumes of data, including sensitive client data.
The use of cloud-based systems, integration with third-party platforms, and cross-jurisdictional data processing increase the potential
for unauthorized access and data breaches. In this context, attorneys are no longer the sole guardians of client confidentiality, as the
data also resides within a technological ecosystem involving numerous actors.

The use of artificial intelligence raises additional issues regarding transparency and control. The algorithms used in Al systems are
often complex and cannot be fully explained in simple terms. The lack of clarity regarding how algorithms work raises ethical
questions about the extent to which attorneys can be held accountable for the analysis results generated by such systems.
Overreliance on technological recommendations has the potential to reduce lawyers’ professional autonomy and blur the line
between technological assistance and legal decision- making.

The next challenge relates to the principle of professional competence. The use of legal tech requires lawyers to have a basic
understanding of the technology being used, including its risks and limitations. Ignorance or negligence in understanding how the
system works can lead to errors in the management of client data or the inappropriate use of analysis results. From a professional
ethics perspective, a failure to develop technological competence can be viewed as a breach of the duty of professional care.
Additionally, the use of artificial intelligence raises issues regarding accuracy and bias. Al systems are built on specific data and
models that are not always neutral. Bias in training data can produce unfair or inaccurate recommendations, which may ultimately
harm clients. Attorneys who use such systems without critical evaluation risk violating their duty to provide an objective and
balanced defense. In this context, an attorney’s ethical responsibility cannot be delegated to the technology being used.

Another equally important issue is the relationship between the use of legal tech and client consent. Clients have the right to know
how their data is used and processed, including the use of artificial intelligence-based technology (Adela et al., 2025). A lack of
transparency in this regard can erode client trust and potentially violate the principles of fairness and honesty in professional
relationships. Attorneys are required to explain the use of technology in a proportionate manner without compromising the
confidentiality of legal strategies.

The use of technology also raises challenges regarding accountability when errors or violations occur. In situations where data
breaches or analytical errors are caused by system failures, the question of who is responsible becomes crucial (Fathur, 2020). From
a professional ethics perspective, attorneys remain the primary party responsible to clients, regardless of the involvement of
technology or third parties. This principle affirms that technology serves as a tool, not as a substitute for professional responsibility.
On the other hand, rejecting the use of technology is not a realistic solution. A total ban on legal tech could actually hinder access
to justice and place the legal profession at a competitive disadvantage. Existing ethical challenges must be addressed through
adaptive, risk-based regulations, not through a prohibitive approach. Professional ethics must provide a framework that enables the
responsible use of technology (Sulianta, 2025).

In this context, it is important to emphasize the need for the principle of digital due diligence. This principle requires lawyers to
conduct a risk assessment before using specific technologies, consider their impact on client confidentiality, and ensure the presence
of adequate security mechanisms. Digital due diligence also includes periodic evaluations of the technologies used and a willingness
to adapt practices as risks evolve.
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Ethical challenges regarding the use of artificial intelligence are also linked to the potential shift in the lawyer’s role. If technology
is used predominantly in analysis and decision-making, there is a risk that the lawyer’s role will be reduced to that of a mere system
operator. This contradicts the very nature of the legal profession as one grounded in human judgment, ethics, and moral
responsibility. Therefore, professional ethics must affirm that the final decision in legal matters must remain in the hands of the
attorney.

Thus, the use of legal technology and artificial intelligence presents a complex ethical dilemma. On one hand, technology offers
significant benefits for the efficiency and quality of legal services. On the other hand, technology expands the spectrum of risks to
client confidentiality and professional integrity. These challenges demand a reformulation of professional ethics capable of
accommodating technological innovation without sacrificing the fundamental values of the legal profession.

Reformulating Attorney Confidentiality Ethics in the Digital Age and Normative Recommendations

The development of digital technology has fundamentally transformed the landscape of the legal profession. This transformation is
not merely technical but also normative, as it touches upon the core values of the legal profession: confidentiality, trust, and
professional responsibility. In this context, the attorney’s duty of confidentiality can no longer be understood narrowly as an
individual moral obligation but must be interpreted as a multidimensional obligation encompassing ethical, legal, and technological
aspects simultaneously.

Reformulating the ethics of attorney-client confidentiality has become an urgent necessity because current ethical norms remain
oriented toward conventional legal practice (Saputra et al., 2026). The Indonesian Code of Ethics for Attorneys, while affirming the
duty to keep confidential everything learned from a client, has not provided operational guidance on how this duty is to be carried
out in a digital environment. Consequently, there is a disconnect between general ethical norms and increasingly complex,
technology-driven professional practices.

From a normative perspective, attorney confidentiality in the digital age must be redefined as an active obligation, not merely a
passive one. In the analog era, confidentiality could be maintained by restricting physical access to documents and communications.
However, in the digital era, confidentiality demands proactive measures such as implementing security systems, managing
technological risks, and continuously monitoring the digital infrastructure used. It is not enough for attorneys to simply “not
disclose” client secrets; they must also ensure that the systems they use do not allow for accidental leaks.

This reformulation demands explicit recognition of the concept of digital confidentiality as an integral part of professional ethics.
Digital confidentiality encompasses the obligation to protect client data throughout the entire electronic processing cycle, from
collection, storage, and use to the destruction of data. This principle requires attorneys to understand the of client data flows and
identify potential risk points that threaten confidentiality (Fauziah et al., 2026). Thus, confidentiality is no longer viewed as a static
state but as a dynamic and ongoing process.

Furthermore, the reformulation of confidentiality ethics must incorporate the principle of technological competence as an explicit
professional obligation. Technological competence does not mean that attorneys must become information technology experts, but
rather that they must possess an adequate understanding of the technologies used in legal practice. This understanding includes
awareness of cybersecurity risks, the ability to select trustworthy technology service providers, and basic knowledge of risk
mitigation measures. Without this competence, attorneys risk committing professional negligence that directly impacts clients’
interests.

In the context of national law, the reformulation of confidentiality ethics must be aligned with the personal data protection regime.
The Personal Data Protection Act has introduced the concepts of data controller and data processor responsibilities, which are
substantively relevant to the practice of the legal profession. Lawyers, in their relationship with clients, act not only as legal advisors
but also as parties that control and process clients’ personal data. Therefore, the ethical duty to maintain client confidentiality must
be understood as part of the legal obligation to protect personal data securely and responsibly.

Integration between professional ethics and personal data protection law is also crucial to prevent a dualism of responsibility.
Without clear integration, lawyers may find themselves in a vulnerable position, where a single act could be assessed differently
under the ethical regime and the public legal regime. A reformulation of the code of ethics that adopts personal data protection
principles will provide normative certainty while strengthening client protection.

From an institutional perspective, professional bar associations play a strategic role in driving the reformulation of confidentiality
ethics. Updates to the code of ethics must be undertaken through a participatory approach involving practitioners, academics, and
technology experts (Anam et al., 2025). This approach is essential to ensure that the resulting norms are not only theoretically ideal
but also practical in daily practice. A code of ethics that is too abstract will be difficult to implement, while one that is too technical
risks becoming obsolete quickly due to technological advancements.

In addition to updating ethical norms, professional organizations must also develop technical guidelines and minimum operational
standards regarding data security. These guidelines may include requirements for the use of strong passwords, communication
encryption, internal access management, and security incident response procedures. These standards are not intended to standardize
all legal practice but to establish measurable and enforceable minimum thresholds for ethical compliance.

The next normative recommendation pertains to professional education and training. A reformulation of the ethics of confidentiality
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will not be effective without an accompanying increase in digital ethics literacy among lawyers. Legal education, both at the
university level and in continuing professional education, must incorporate material on cybersecurity, personal data protection, and
the ethics of using legal technology. Thus, lawyers are prepared from the outset to face ethical challenges in the digital age.

In the long term, the reformulation of attorney confidentiality ethics also contributes to strengthening the legitimacy of the legal
profession. Amid the public’s growing reliance on technology and concerns about data misuse, the legal profession has an
opportunity to reaffirm its role as a guardian of public trust. Ethics that are adaptive to digitalization will demonstrate that the legal
profession is capable of evolving without abandoning its fundamental values.

In conclusion, it can be asserted that attorney-client privilege in the digital age cannot be maintained through a static, normative
approach. Technological changes demand a shift in perspective regarding ethical obligations—from individual obligations toward
systemic obligations that encompass both humans and technology. A reformulation of confidentiality ethics that integrates digital
confidentiality, technological competence, and data accountability is a crucial normative step to maintain the integrity of the legal
profession. With these updates, the legal profession in Indonesia will be better prepared to face the challenges of the digital age
while maintaining client trust as the cornerstone of legal practice.

IV. CONCLUSION

Client confidentiality is a fundamental principle in the legal profession that serves to maintain the relationship of trust between
attorneys and clients and underpin the integrity of the judicial system. Within the framework of Indonesian positive law, this
obligation has been established as both an ethical norm and a binding legal norm. However, the development of digital technology
has significantly altered the way lawyers manage client information, thereby expanding the risks of confidentiality breaches that
cannot be fully addressed by current professional ethical regulations.

Research findings indicate that the Indonesian Code of Ethics for Lawyers still interprets the duty of confidentiality within the
framework of conventional legal practice and has not provided adequate normative guidance regarding the management of client
data in a digital environment. The digitization of legal practice—including the use of electronic storage, online communication, and
Al-based legal technologies—places client data within a complex technological ecosystem vulnerable to security breaches. Under
such conditions, an ethical approach relying solely on the individual integrity of attorneys is no longer sufficient.

This study asserts that the attorney’s duty of confidentiality in the digital age must be understood as a multidimensional obligation
that comprehensively encompasses ethical, legal, and technological dimensions. Attorneys are not only obligated not to disclose
client secrets but are also responsible for ensuring that the systems and technologies used in their professional practice are capable
of adequately protecting client data. From this perspective, confidentiality is no longer passive but demands active measures such
as risk management and the implementation of data security standards.

Furthermore, this study found that personal data protection regimes provide a relevant legal foundation for strengthening attorneys’
confidentiality obligations in the digital age. In their relationship with clients, attorneys can be positioned as controllers and
processors of personal data; thus, breaches of data security not only have ethical implications but also potentially give rise to legal
liability. However, the lack of clear integration between professional ethical norms and personal data protection laws creates a
normative gap that could potentially weaken the protection of clients’ interests.

Based on the overall analysis, this study concludes that the reformulation of attorney confidentiality ethics is an urgent normative
necessity. This reformulation must accommodate the principles of digital confidentiality, technological competence, and data
accountability as integral parts of the legal profession’s ethics. An adaptive ethical framework that keeps pace with technological
advancements will strengthen the legitimacy of the legal profession, provide normative certainty for practitioners, and maintain
public trust in the legal profession amidst the ongoing digital transformation.

V. RECOMMENDATIONS

Based on the findings of this study, strategic and normative measures are required to strengthen the protection of attorney—client
confidentiality in an increasingly complex and high-risk digital environment.

First, the Indonesian Code of Ethics for Advocates must be explicitly reformulated to incorporate principles of digital confidentiality
and technological responsibility. This reformulation should include clear provisions on electronic data management, minimum
cybersecurity standards, and limitations on the use of legal technologies, including artificial intelligence, in legal practice.

Second, professional organizations of advocates should establish binding technical guidelines on client data protection. These
guidelines must cover secure communication protocols, data storage systems, access control mechanisms, encryption standards, and
incident response procedures for data breaches.

Third, the integration between professional ethics and personal data protection law must be strengthened at a normative level.
Advocates should be clearly recognized as data controllers and/or processors within the legal framework, thereby subjecting them
to accountability principles in data governance.

Fourth, continuous education and training in digital ethics and cybersecurity must be institutionalized as a professional obligation.
Such capacity building is essential to ensure that advocates possess the technological competence necessary to assess, manage, and
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mitigate risks associated with digital legal practice, including the ethical use of artificial intelligence.

Fifth, law firms and individual practitioners should adopt a systematic risk-based approach to managing client data. This approach
requires proactive identification of vulnerabilities, regular evaluation of technological systems, and the implementation of mitigation
measures proportionate to the level of risk involved.

Finally, future research is encouraged to examine the practical implementation of digital confidentiality in legal practice, including
empirical studies on data protection compliance among advocates and the impact of legal technology on professional ethics.
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